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“E-(#0$@*&+ @") /@"&+('” in the wake of big data, declared the Canadian 
Communications Security Establishment (CSE).1 While some more skeptical 
analysts may raise an eyebrow at this, it is undoubtedly the case that the modes 
of analysis of communications described as “big data” have produced huge 
changes in the pursuit of national security. Far from being an exclusively Can-
adian phenomenon, this is a global process in which agencies worldwide work 
together using new methods of data analytics to try to identify risks to national 
security with a view to preventing or pre-empting the possibility that those risks 
might become realities. >e title of our book, Big Data Surveillance and Security 
Intelligence: !e Canadian Case, thus sums up a crucially important trend, one 
that calls for serious and critical analysis.

While this process is global, one cannot hope to grasp the import and impact 
of what is happening by attempting to capture the complete global scene. 
>us, this book is primarily about what is happening in Canada, to follow 
how the big data changes came about in one country. Of course, this pulls us 
right back into the broader picture because the Canadian experience is deeply 
inBuenced by others, especially through the so-called Five Eyes partnership 
of Australia, Canada, New Zealand, the United Kingdom, and the United 
States. But the case of Canada remains central to what follows. It is not at all 
identical to the experience of others and contains important markers for 
ongoing analysis.

First, it is vital that the two terms “security intelligence” and “surveillance” 
appear together. >e former, a growing activity of any nation-state, requires the 
latter, which has to do with the purposeful collection and examination of per-
sonal data. Of course, all manner of information handling may be carried out 
for national security, but the aim is to discover human activities potentially 
detrimental to the proper functioning of the nation-state. One way this occurs 
is through open-source data gathering, changes in which indicate the enor-
mously enlarged scope of personal data gathering and siEing in the twenty-Frst 
century. During the Second World War, “open-source intelligence” referred to 
the monitoring of enemy radio stations for clues about hostile activities. Today 
it has expanded exponentially to include the monitoring of the Internet and 
especially social media. >is is the primary origin of the tremendous troves of 
data referred to as “big.”

Introduction
David Lyon and David Murakami Wood
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Second, as the following chapters indicate, parallel linked trends are apparent 
in national security intelligence. One is the expansion of the notion of security 
to cover a range of Felds not previously designated as such. In the Feld of 
international relations, “securitization” refers to the designation by govern-
ments of their citizens and those of other countries as matters of security. >is 
means that extraordinary means – rendition to other countries for questioning 
or even torture, for example, as happened to Maher Arar and other Canadians 
aEer the terrorist attacks of 11 September 3==1 – may be used in the name of 
security. Not only persons but also certain kinds of events, such as musical or 
athletic activities, or sites, such as sidewalks with no vehicle barriers, may also 
be newly considered as security risks. >e second trend is the one already 
alluded to, of gathering data from sources that only recently – in the twenty-
Frst century – have become available.

Each of these trends underscores the importance of discussing the activ-
ities of communications security and security intelligence in Canada and 
around the world. And they also point to the need for a deeper understand-
ing of the ways in which surveillance has become such an essential player 
in each area, along with others, such as domestic policing, that are also 
securitized and also increasingly depend on big data.3 As far as national 
security is concerned, the big data connections started to become publicly 
clear with the whistle-blowing activities of American security operatives 
such as William Binney, Thomas Drake, Mark Klein, and, especially since 
3=1!, Edward Snowden. What they demonstrated was both the widened 
sweep of surveillance – often called “mass surveillance” – and the profound 
dependence of the national security agencies of all countries on telecom-
munications and Internet corporations for the acquisition and then the 
promiscuous use of personal data.

>ird, then, is the notion of a big data age. While it may be premature or 
misleading to adopt big data as a key descriptor for an historical era, it is none-
theless essential to recognize and assess the impact of big data practices in 
multiple areas of corporate and governmental life. If one turns to Google’s 
Internet dictionary for a deFnition of big data, you may Fnd this: “extremely 
large data sets that may be analyzed computationally to reveal patterns, trends, 
and associations, especially relating to human behavior and interactions.” >is 
is very instructive because it speaks not only to the volume of data but also to 
the dependence on massive computer power, the production of correlations 
between disparate factors, and the predominant focus on human activity. What 
is missing is a sense of the enthusiasm with which big data “solutions” are oEen 
sought, and the relative lack of critical reBection on the limits on and ethics of 
what can be achieved using such methods.
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>e “big data” buzzword may have a limited shelf life but what it points to is 
highly signiFcant. At CSE, the relevant phrase is “New Analytic Model” (Chapter 7). 
>e key idea is to take advantage of the availability of rapidly growing quantities 
of data available through the Internet but especially consequent on the rise of 
social media. >e fact that the platforms also learned to monetize what was 
previously referred to as “data exhaust” also meant that such data were sought 
more vigorously. Rather than relying on conventional modes of analysis, we 
can now mine and analyze such data, using algorithms, to discover previously 
unnoticed patterns of activity. While big data is oEen summarized by attributes 
such as volume (of data), velocity (speed of analysis), and variety (the expanding 
range of usable datasets), its core is practices. As danah boyd and Kate Crawford 
note, it is the “capacity for researchers to search, aggregate and cross-reference 
large data-sets.”! They also ask some telling questions about such data 
practices.

It is hardly surprising, however, that security intelligence services would wish 
to exploit new possibilities for learning from the mass of metadata that actually 
answers queries a private detective agency might have – such as location, time, 
and type of transaction and communication, along with identifying details of 
participants. From about 3==< in Canada, it became clear that legal warrant 
was sought for such data gathering and analysis. However, as hinted at in the 
designation of big data as a buzzword, hard ontological and epistemological 
questions are easily glossed over. Such practices are all too oEen marred by what 
Jose van Dijck calls “dataism,” a secular belief in the “objectivity of quantiFcation 
and the potential for tracking human behaviour and sociality through online 
data,” along with the presentation of such data as “raw material” to be analyzed 
and processed into predictive algorithms.4 >e potential for new analytics and 
the potential problems that arise from this are discussed throughout this book.

It is also worth noting, however, that the processes involved are ones that are 
also visible in everyday life, not only in the arcane world of national security 
intelligence and surveillance. AEer all, the data concerned are frequently gleaned 
from what David Lyon calls “user-generated surveillance,” referring to the ways 
in which contemporary new media encourage the sharing of information and 
images and the proliferation of online communications and transactions that 
yield highly consequential metadata.5 >is parallels Bernard Harcourt’s account, 
which explores processes of quotidian self-exposure, where people “follow” 
others, “sharing” information as they roam the web and as they themselves are 
“followed” by multiple commercial and governmental organizations that obtain 
access to the same data.7 >e corporate use of such data has now reached such 
major proportions that theorists such as Shoshana ZuboG now dub this “surveil-
lance capitalism,” a process that has far-reaching and profound political, 
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economic, and social repercussions. >is is the crucial context for the present 
study.6

>e words that form the title of our book sum up what its authors are at pains 
to reveal as they debate the big data surveillance involved in today’s security 
measures, seen especially in intelligence gathering and analysis dependent on 
big data practices. >e book does not question the need for forms of national 
security or policing as such, but it does raise many questions about the ways in 
which new kinds of data production and analysis challenge conventional and 
time-honoured practices within such agencies. >e book queries the rapid and 
wholesale departure from earlier traditions of national security activity, along 
with the ethics and legal instruments that have governed these areas in the past, 
but it does so with a view to the future of national security, not with a nostalgic 
view of what went before. AEer all, during the twentieth century many questions 
were also raised about national security and policing measures. >ere is a long 
history of reasoned and principled assessment of such endeavours, to which 
this book makes a further contemporary contribution.

Situating Security Intelligence
Security intelligence encompasses a large number of diverse state activities. 
Broadly speaking, we are talking about espionage, or spying, although much of 
what takes place under this banner is far from the popular images of Cold War 
espionage, whether John le Carré’s cynical British Secret Intelligence Service 
(SIS, or MI7) spooks or the antics of Mad magazine’s “Spy vs. Spy.” Such 
HUMINT (HUMan INTelligence) operations remain important, but with the 
rise of, Frst, telecommunications, and then computing, and their now inescap-
able and ubiquitous combination, HUMINT has increasingly been overtaken 
by SIGINT (SIGnals INTelligence) and associated specialist domains, including 
COMINT (COMmunications INTelligence), IMINT (IMagery INTelligence), 
and SOCMINT (SOCial Media INTelligence).

Much security intelligence activity is conducted in secret, and for long periods 
of the history of security intelligence this secrecy has been felt to be both neces-
sary and inevitable. >ere have been occasional voices raised, questioning or 
criticizing such assumptions and what Clive Ponting, in the context of the British 
state, called the “culture of secrecy.”8 >erefore, only some of what we know of 
security intelligence agencies and their history and activities has come via 
oHcial channels in oEen belated formal releases of historical information (aEer 
thirty, FEy, or seventy years). Some more has come through the Canadian Access 
to Information Act (ATIA) or the British and American Freedom of Information 
Acts (FOIA). As we have already noted, however, much of the most signiFcant 
revelations have come through the actions of activists and whistle-blowers in 
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acquiring and publicizing information that would otherwise have remained 
hidden.<

While espionage dates back to the beginnings of government, there are some 
generally accepted milestones in the history of Anglo-American intelligence, 
into which the Canadian system Fts. A dedicated HUMINT oHce was Frst set 
up under Francis Walsingham during the reign of Elizabeth I in England, but 
such initiatives remained both sporadic and speciFc in their targeting (Wal-
singham’s eGorts were mainly targeted at the Catholic threat to England’s nascent 
Protestant regime). State intelligence activity gradually increased, especially 
during the long period of warfare in Europe in the eighteenth century and into 
the Napoleonic Wars of the early nineteenth century. >e eighteenth and nine-
teenth centuries also saw the emergence of internal political policing with the 
“new police,” whose roles included the breaking up of reform meetings and 
demonstrations and the “moving on” of the urban poor and homeless. >e 
nineteenth century also saw the Frst British legislative interest in the targeting 
of emerging communications systems by state surveillance. Of particular note 
was the 1844 scandal in which an Italian exile, Joseph Mazzini, who was resident 
in London, discovered that the British government was secretly opening his 
mail, prompting parliamentary discussion and demands for accountability and 
reform.1=

>e story of intelligence in the Anglo-American world cannot be treated 
separately from settler-colonial control and policing. It was in India, for example, 
where British colonial oHcers pioneered the use of Fngerprinting and databases 
of personal biometric information for identiFcation. >is was mainly to ensure 
prompt payment of taxes imposed by the British Raj, but the use of Fngerprints 
to combat resistance and insurgency as well as more conventional crimes fol-
lowed. Fingerprinting spread from India to Ireland, Britain’s nearest colony, and 
then to the imperial metropole of London and other major cities in the United 
States and in the Dominion of Canada.

Early security concerns in what would become Canada centred on the 
conBict between France and the United Kingdom over territory that belonged 
to neither but was claimed by both, as well as on Indigenous peoples, whose 
land it was and who continued in many cases to Fght against the tide of settler-
colonialism. Within British colonial territory, the additional internal threat 
of the Fenians, Irish republicans seeking to free their country from British 
rule, became an additional concern, and as the nineteenth century progressed, 
strongly racialized concerns about immigration from China and India, as well 
as freed African slaves from the United States and Canada, moved to the fore. 
However, there was hardly anything resembling a security intelligence appar-
atus at this time.
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Meanwhile, in the United States arguments about the nation’s own potential 
overseas empire beyond the frontier that had its terminus at the PaciFc appeared 
to have been settled almost by circumstance with the results of the Spanish-
American War and the US acquisition of the Philippines. >e United States 
instituted an intensive military governance program that conBated both crime 
and terrorism and saw a “solution” to the problem in counter-insurgency oper-
ations.11 Counter-insurgency thereaEer proved a rich vein for new intelligence 
services that were created in the twentieth century, notably the Army Intelligence 
Agency (later the Defense Intelligence Agency) and the Central Intelligence 
Agency (CIA), deployed with debatable success in Europe aEer the Second 
World War via the Gladio network, and over a longer period in Latin America, 
following the Monroe Doctrine, which asserted US hegemony over the American 
hemisphere. >e tactic of essentially manufacturing threats that could be dis-
rupted was also the modus operandi of the Federal Bureau of Investigation 
(FBI) on the US mainland.

>e postwar period in the United States saw the migration and ascent of 
security intelligence from a fringe activity oEen run largely by enthusiasts and 
amateurs to the core of the state during the Cold War, with intelligence agencies – as 
expert bureaucracies with the greatest access to secret information, burgeoning 
budgets, and the least accountability to elected bodies – constituting the core 
of what has been variously called the permanent, secret, or deep state.

With Britain’s economy grievously damaged by the war and its imperial power 
broken, the postwar period also saw the United States conFrmed as the new 
centre of the anglophone world, and military and security intelligence arrange-
ments were among the Frst to recognize this new reality. Conventional histories 
still emphasize NATO cooperation. >is was (and is) undoubtedly important, 
but in the security intelligence Feld there is no doubt that secret and unacknow-
ledged accords have long marked the new reality. >e signing of the Britain-USA 
Agreement (BRUSA) in 1<4! set the stage for the UK-USA Agreement (UKUSA) 
in 1<47, which conFrmed American dominance over the still extensive British 
imperial intelligence networks. >e United Kingdom was vital not just for its 
personnel and expertise but also because one major legacy of British imperial 
power was its centrality in international undersea cable networks. Any SIGINT 
agency with global aspirations was going to want the ability to tap those cables, 
and the integration of UKUSA agencies into existing and new cable and domestic 
telecommunications systems was a priority from this time.

>e United States made it a priority to bring in British white settler-colonial 
dominions (Canada, Australia, and New Zealand). For SIGINT, a Canada-USA 
Agreement (CANUSA) was signed in 1<48, and Australia and New Zealand’s 
intelligence services (originally as a single entity) were brought into the emerging 
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system in 1<57. >ese were the founding “second parties” to what later became 
known as the Quadripartite Agreement and later, more informally, the Five 
Eyes (FVEY), with the United States as “Frst party.” >e reconstruction of post-
war intelligence agencies in the defeated former Axis powers (West Germany, 
Italy, and Japan in particular) was also achieved with US and Allied oversight 
(oEen involving many of the same people who had worked for the former fascist 
security intelligence agencies), and the new security intelligence agencies became 
“third parties” in the emerging US-dominated international security intelligence 
system. Other eventual third parties included members of NATO and countries 
propped up with US military aid during the Cold War, such as >ailand and 
Israel.

>e postwar period also saw the rapid rise of SIGINT, facilitated by both this 
international system and the spread of existing technologies like the telephone 
and new technologies of computing. >e historian of intelligence Bernard Porter 
has argued that SIGINT became increasingly central from the 1<5=s onward, 
and that the “the future of intelligence clearly lay with ‘Sigint’ and the new 
technology.”13

Compared with the United States and the United Kingdom, Canadian par-
ticipation was relatively insigniFcant during this period. Canadian universities 
contributed to CIA research projects in psychological manipulation and torture. 
Canadian SIGINT did not really become important until the emergence of the 
National Research Bureau in the 1<7=s and its eventual more public identity as 
the Communications Security Establishment of Canada (CSEC, latterly CSE).1! 
For much of this time, the most important Canadian contribution consisted of 
hosting multiple tiny Arctic installations that formed part of what was called 
the DEW (Defense Early Warning) Line, designed to protect the United States, 
and to a lesser extent Canada and Britain, against Soviet long-range bomber 
and later ICBM (intercontinental ballistic missile) attack, and its successors.14

While Canada struggled in many ways to establish a meaningful international 
security intelligence role independent of the United States, internally it adopted 
tactics that were strongly reminiscent of the FBI’s domestic version of counter-
insurgency. >e Royal Canadian Mounted Police (RCMP), by global standards 
a rather strange hybrid policing and internal security organization more akin 
to London’s Metropolitan Police Service – with its dual local/regional conven-
tional policing and national anti-terrorism/internal security roles – than to any 
other organizational equivalent, was infamously revealed to have been involved 
in multiple illicit activities in order to uncover enemies within.15

>is sparked a national inquiry, the McDonald Commission (Royal Com-
mission of Inquiry into Certain Activities of the RCMP), which led to the 
removal of the RCMP’s internal security intelligence role and the creation of 
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the Canadian Security Intelligence Service (CSIS) in 1<84. However, the post-
</11 environment has once again muddied the never entirely clear blue waters 
that separate CSIS’s security intelligence role from the RCMP’s policing mandate. 
As CSIS has grown in power and inBuence, pressure has grown for it to have 
more active capabilities to – in the words of the National Security Act, #$%& 
(formerly Bill C-5<) – “disrupt” terrorist plots and so on. In addition, the RCMP 
still maintains what can only be described as a political policing role, akin to 
the Special Branch of London’s Metropolitan Police, targeting what it describes 
as “domestic” or “multi-issue extremists” (who include environmental activists, 
Indigenous peoples’ rights organizations, Quebecois separatists, and more).17 
As a result, CSIS has developed its own extensive databases, in line with the US 
Department of Homeland Security’s “fusion centers,” created aEer </11. >ere 
are multiple proposals in Canada for similar organizations to share data and 
cooperate operationally, following a model that was tested for the 3=1= Winter 
Olympics in Vancouver.16

By 3=1=, Canada was four years into the decade-long government of Stephen 
Harper, who had promised to change Canada “beyond recognition.” >is seems 
far-fetched, particularly in retrospect and in the long-term historical view taken 
here, but there were a number of key changes in the area of security intelligence 
with which the country is still wrestling. Harper’s approach in general was to 
favour increasing the legal powers of state security intelligence organizations, 
with a corresponding reduction in human rights, particularly privacy. Argu-
ments over what became known as “lawful access” were not a consistent factor 
over Harper’s ten years in power but became increasingly important, particularly 
aEer 3==<.

Successive public safety ministers,2Peter van Loan and Steven Blaney, and 
Justice Ministers Rob Nicholson and Peter MacKay, and above all Vic Toews, 
who held both portfolios at different times, joined Harper in these attempts 
to enact legislation giving police and security intelligence greater powers. 
The initial push in 3==< came through two bills: Bill C-47, the Investigative 
Powers for the #%st Century Act, and Bill C-46, the Technical Assistance for 
Law Enforcement in the #%st Century Act. Key features, which were to recur 
in almost all later bills, centred on allowing warrantless police access to 
many aspects of Internet communications. Security fears associated with 
the Vancouver Winter Olympics may have had something to do with it, but 
terrorism, serious crime, and other threats were cited. Although this pair 
of bills did not attract enough support, a second attempt came in 3=11 with 
Bill C-!=, the Protecting Children from Internet Predators Act, whose title 
demonstrates the kind of rhetoric deployed to justify lawful access provi-
sions. This again failed.
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>e Harper government did not limit itself to parliamentary avenues. In 3=13, 
the CSIS was eGectively given more leeway with the elimination of the CSIS 
Inspector-General’s OHce, the body responsible for monitoring CSIS. Instead, 
it was to be held accountable by the Security Intelligence Review Committee 
(SIRC), which was made up of part-time federal appointees.2>e federal OHce 
of the Privacy Commissioner (OPC), although with no direct oversight of the 
security intelligence services, is important in setting a tone with regard to privacy 
and related human rights; here too Prime Minister Harper attempted to stack 
the deck, appointing a career government security lawyer, Daniel >errien, 
when the opportunity arose, over more directly qualiFed candidates who were 
favoured in the privacy law community. Both SIRC and >errien gradually 
discovered their teeth, however, and have bitten back to some extent against 
both the government that appointed them and its Liberal successor.

In 3=1!, there was another attempt to introduce lawful access legislation: Bill 
C-1!, the Protecting Canadians from Online Crime Act, purportedly to tackle 
cyber-bullying but containing provisions that were almost identical to the previ-
ous unsuccessful attempts. It again struggled, although a revised version was 
eventually enacted as SC 3=14, c !1. Of course, 3=1! was a landmark year for 
security intelligence because of the revelations of US National Security Agency 
(NSA) contractor Edward Snowden. He was far from the Frst nor was he the 
most highly placed NSA whistle-blower, but the huge cache of internal training 
documents and slides he revealed was carefully curated with the assistance of 
major newspapers and resonated with the public as no previous revelation had.

Canada initially seemed far from the centre of the action, even though the 
documents conFrmed that CSE was in fact a long-time junior partner of the 
NSA. It was also revealed, however, that CSE had its own mass surveillance 
programs. >is should have been a national scandal, but for several years aEer-
wards CSE managed to avoid the consequences of the Snowden revelations that 
other Five Eyes agencies faced. Instead, it moved into a slick new building whose 
basement would hold massive supercomputing power – essential for the move-
ment to big data analysis.18 Far from its being reined in, the year aEer the 
Snowden revelations saw a more concerted attempt to extend CSE’s powers. 
>is time the rationale was “lone wolf ” terrorist attacks in Quebec and Ottawa 
and the rise of ISIS in the Middle East. Bill C-51 used tactics that the Conserva-
tive government had previously used to bury diHcult legislation: it was included 
as part of an omnibus bill, making it diHcult to deal with the quantity and detail. 
Bill C-51 provided CSIS with greater foreign and domestic powers and more 
explicit immunity from accountability in the use of these powers. Documents 
released in response to access to information requests to the Canadian security 
services revealed that the state fears that drove Bill C-51 were much more related 
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to environmental and Indigenous opposition to the oil industry in Alberta 
(reBected in both the grassroots Idle No More and anti-pipeline movement), 
resulting in RCMP inFltration and surveillance of such groups throughout this 
period.

Bill C-51 sparked massive opposition, much more so than the previous failed 
attempts, but was ultimately successful even though the Harper government 
looked tired and out-of-date compared with the Instagram-friendly new Liberal 
leader, Justin Trudeau. Trudeau had refused to oppose Bill C-51, claiming instead 
that his government would review the provisions of the bill in a consultation 
process. >e resulting Bill C-5< (National Security Act, #$%&) Fnally received 
royal assent in June 3=1<. Such is the importance of this bill and its predecessor 
that they are considered in multiple chapters of this book.

As for the intelligence relationship between Canada and the United States, 
the situation is less certain in the age of President Donald Trump. In 3=11, Canada 
and the United States signed a special declaration titled Beyond the Border: A 
Shared Vision for Perimeter Security and Economic Competitiveness, aiming “to 
enhance our security and accelerate the legitimate Bow of people, goods and 
services.” Had this vision progressed, it would have tied Canadian sovereignty 
further to that of the United States in line with post-</11 trends. >ere were 
hints of expansion of the extraterritorial powers of the US Customs and Border 
Protection agency in places such as Pearson International Airport in Toronto, 
but the aggressive anti-migrant and anti–free trade policies of President Trump 
seem to have at least temporarily derailed such continental security eGorts. 
Further, Trump has struck at the other foundational elements of the postwar 
settlement (e.g., international law, the United Nations, NATO, and the European 
Union) but, despite his frequent denunciations of the deep state and the intel-
ligence agencies that he claims are conspiring against his government, not yet 
the Five Eyes network. >ere can be no doubt that security intelligence co-
operation continues, but it is diHcult to assess how much long-standing arrange-
ments may have been (or may yet be) damaged by the authoritarian populist 
turn in the United States.

It is in this nested series of contexts – from technological transformation and 
global networks to political machinations in Ottawa – that we present these 
reBections on Canadian security intelligence and surveillance in the big data 
age. For the longest time, security intelligence has depended on classic know-
ledge practices of the modern era, such as deductive reasoning and explanatory 
logic, augmented since the mid-twentieth century by successive phases of 
computer and communications development. Such information technologies 
became signiFcant in new ways with the creation of the Internet – itself origin-
ating in military defence – which facilitated both more rapid and global 
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surveillance networks and also, in the twenty-Frst century, the rise of platforms 
and social networking. >ese generated massive amounts of data as the partici-
pation of ordinary users grew exponentially, which major corporations learned 
to harvest for proFt. It is these data above all that gave the impetus to big data 
intelligence gathering and analysis, which is the subject of the rest of this book.

Security, Surveillance, and Big Data: A Road Map
>is book is divided into Fve parts, each tackling a signiFcant aspect of security 
intelligence and surveillance in a big data age. >e chapters are written both by 
practically minded academics who wish to understand the issues through the 
prism of actual processes and events, and by others from policy Felds who are 
very aware of the signiFcant debates. Part 1, “Understanding Surveillance, 
Security, and Big Data,” begins on a large canvas. In Chapter 1, Midori 
Ogasawara paints a picture of how security surveillance is seen from within 
national security agencies by operatives who courageously questioned their 
practices. Her interviews with Mark Klein and Edward Snowden show clearly 
how such agencies collaborate with big data corporations and the kinds of 
impact this has for everyday surveillance practices. Such collaboration is a global 
phenomenon, as clearly visible in Canada as in the United Kingdom or the 
United States and elsewhere – one that raises crucial questions about where 
responsibility lies for the kinds of pre-emptive surveillance, along with proFt 
making, characteristic of today’s situation.

>is is followed by Chapter 3, from Christopher Prince, a researcher at the 
OHce of the Privacy Commissioner of Canada, who notes that law and policy 
have become more complex and contested, that surveillance powers are diHcult 
to grasp, and that when it comes to intelligence gathering the view is positively 
murky and mysterious. He oGers a commentary on how this works out in 
Canada, concluding appropriately that clarity is called for at every level. He 
neatly summarizes some ways this could happen, and warns that while surveil-
lance may be necessary, it is not a solution to everything.

Chapter ! focuses on anti-terrorism features as a key rationale for intensiFed 
surveillance within both security agencies and policing services. >e question 
must be asked, however: Do the shiEs towards data analytics oGer genuine 
beneFts to the process of Fnding reliable and rights-respecting ways of combat-
ting terrorism? According to a long-time expert in the Feld, the answers are not 
at all straightforward. Civil liberties are likely to take a hit, and without the 
hoped-for beneFts. So why pursue this route? >ere are many reasons, suggests 
Stéphane Leman-Langlois, but none is compelling.

>e question of big data may be pursued in even greater detail if a particular 
case – here, Fnancial tracking – is examined. In Chapter 4, Anthony Amicelle 
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and David Grondin note the ways in which algorithms form part of the essential 
infrastructure of security surveillance, especially as it applies to terrorist Fnan-
cing and money laundering. In Canada, the Financial Transactions and Reports 
Analysis Centre of Canada (FINTRAC) uses algorithm-based alerts to sniG out 
suspicious activity and govern the movements of suspects. It is not clear, how-
ever, whether the limitations of such methods are understood by their 
practitioners.

Part 3 focuses on “Big Data Surveillance and Signals Intelligence in the Can-
adian Security Establishment.” Chapter 5, by Bill Robinson, carefully tracks the 
speciFcities of Canadian SIGINT history through diGerent phases, showing what 
is distinctive about Canadian approaches as well as what Canada shares with other 
nations. It is a fascinating and important story, especially as the recently discerned 
tendencies of governments to turn their attention to internal “security” have 
antecedents. Today’s CSE has grown greatly since the postwar days, however, and 
no longer passively receives but actively hunts for data. Among other things, this 
makes it more diHcult to tell “targets” and “non-targets” apart.

Chapter 7 explores in more detail one recent, crucial aspect of these changes –  
the shiE within CSE to a “New Analytic Model” starting in 3=13. Scott >ompson 
and David Lyon use material provided by Access to Information and Privacy 
(ATIP) requests to show that, in the same period that the United Kingdom and 
United States made similar moves, big data analysis became the order of the 
day at CSE. Along with growing dependence on tech corporations and their 
soEware, there is a much greater reliance on computing expertise and practices –  
“sandbox play,” for instance – and a reduced role for legal and ethical inter-
vention appears to be the perhaps unintended consequence of these 
developments.

Another angle of the work of CSE – examining the interception of Internet 
communications – is investigated by Andrew Clement in Chapter 6. >e agency 
itself is secretive and, unlike its US partner, the NSA, no truth-tellers have come 
forward, as Edward Snowden did, to indicate more precisely what goes on in 
the Edward Drake Building in Ottawa. Clement’s evidence strongly suggests 
that CSE intercepts Canadians’ domestic Internet communications in bulk – as 
do the NSA in the United States and the Government Communications Head-
quarters (GCHQ) in the United Kingdom – which is not legally permitted. >e 
“airport Wi-Fi” case from 3=14 is just the Frst of several telling examples explored 
here. Clement’s case is one that should give pause not only to anyone profes-
sionally concerned with privacy or those seeking stronger digital rights or data 
justice but also to CSE and, indeed, every single Canadian citizen.

Part ! focuses on the “Legal Challenges to Big Data Surveillance in Canada.” 
In Chapter 8, Micheal Vonn sets the tone for the section with her analysis of 
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what can be learned from SIRC reports about the conduct of CSIS, an agency 
as shrouded in secrecy as CSE. One report suggests that CSIS data acquisition 
practices are “essentially unmoored from law.” Vonn cuts sharply through the 
language used by CSIS, showing that data collection is not collection, a threshold 
is not a threshold, and guidelines are not guidelines. Is this data collection 
proportionate, necessary, and relevant? If not, it may be unconstitutional, and 
the Bill C-5< “solution” to these problems may not be a solution.

>is issue segues neatly into Craig Forcese’s Chapter <, which is devoted to 
Bill C-5<, although readers may conclude that this analysis is slightly more 
sanguine about the bill than the previous chapter. Nonetheless, it is a trenchant 
critique from a leading legal scholar. He carefully distinguishes, for example, 
between surveillance as watching on the one hand and the “potential watching” 
enabled by new mass data-gathering methods on the other. >e chapter clearly 
understands the challenges of big data surveillance but concludes that despite 
its limitations, Bill C-5< is a deFnite improvement on current legal measures.

>ese diHculties are echoed in a diGerent area of surveillance – policing – that 
nonetheless raises issues very similar to those that must be explored with national 
security. In Chapter 1=, Carrie Sanders and Janet Chan look at how big data 
methods are actually used by police (much more is known about their activities 
than about CSE and CSIS). >eir Fndings are very instructive for grasping the 
scope of this shiE not only within the police but also within security agencies. 
>e connecting word is “security,” which each body has a mandate to protect. 
>e agencies’ desire to pre-empt and prevent security breaches, such as terror-
ism, is matched by the police claim to be detecting and disrupting crime – in 
each case, leaning more heavily on big data. Like some other authors discussing 
security agencies in this book, Sanders and Chan query police services’ know-
ledge and capacity to fully understand “the capabilities and limitations of big 
data and predictive policing.” Responsible representatives of the security agencies 
acknowledge this deFcit too.

Part 4 then moves beyond formal legal challenges to consider active “Resist-
ance to Big Data Surveillance” by security intelligence agencies on the part of 
civil society. In Chapter 11, Tim McSorley and Anne Dagenais Guertin survey 
three revealing cases of resistance to government surveillance in Canada since 
3==1: Stop Illegal Spying (3=1!), Stop Online Spying (3=11), and the International 
Campaign Against Mass Surveillance (3==4). >ey argue that each campaign 
did make a diGerence because each was clearly targeted, created coalitions of 
interest, and used diverse tactics to make its claims and mount its cases.

>ese three case studies are complemented by another – the protests against 
government surveillance enshrined in Bill C-51 from 3=14. In Chapter 13, 
JeGrey Monaghan and Valerie Steeves see this as unprecedented grassroots 
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opposition to surveillance in Canada. It succeeded, they argue, due to new 
forms of “connective action” using social media as well as conventional tactics, 
and because it not only built on previous protests but also took advantage of 
external events – notably the Snowden disclosures – to buttress its case. On 
the other hand, Monaghan and Steeves recognize that future success will 
depend once again on a variety of circumstances and tactics.

Finally, Part 5, “Policy and Technical Challenges of Big Data Surveillance,” 
considers these challenges with a view to showing how the debates over big 
data surveillance might be pursued towards appropriate goals. This book 
began with the issues faced at CSE and this theme recurs with Christopher 
Parsons and Adam Molnar’s Chapter 1!, which analyzes its accountability 
for signals intelligence. They propose new requirements for reporting CSE 
activities – transparency at the legal, statistical, narrative, and proportional-
ity levels that would help accountability be not only vertical, towards over-
sight bodies, but also horizontal, for citizens in general, particularly those 
who have concerns because of their own awareness, through personal 
experience of how data issues affect them.

In Chapter 14, Andrew Clement, Jillian Harkness, and George Raine return 
to the unresolved controversies over “metadata,” seeing it as the “fraught key 
to big data mass state surveillance.” It is good that this is tackled by individuals 
with computer science expertise because all too oEen the black box remains 
unopened. As they note, in the hands of state actors, “metadata can provide the 
basis for highly intrusive intervention into people’s lives.” >e authors draw on 
a study of more than 5== documents released by Snowden that show how 
metadata may be used to build detailed life proFles of those surveilled. It is 
clearly not “context, not content,” as oEen claimed. Surveillance researchers, 
security intelligence agencies, and critics of mass surveillance are each oGered 
vital guidance in light of this.

>e book concludes with an aEerword by Holly Porteous, who agreed to 
reBect on both the original research workshop and the chapters of this book 
from her unique perspective as a former employee at CSE. Limited as it is by 
what she is able to say in the context of her former employment, the value of 
this chapter lies in its oGering of a rare glimpse into the thinking of CSE 
personnel, acknowledging the correctness of many conclusions reached in 
our book while also questioning others in a very constructive fashion and 
providing a number of fruitful avenues for further research that could Fll gaps 
and develop new insights. We are delighted to have this valuable coda to pull 
together so neatly the central themes of the book while simultaneously oGer-
ing a constructively critical view of where informed scholarship should focus 
its analysis.
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Conclusion
We started with CSE’s assertion that “everything has changed” in an age of big 
data. Our brief historical sketch shows that this is far from the Frst time that 
this argument has been made, and that the changes that are undoubtedly occur-
ring have deeper roots themselves, as well as potentially profound consequences. 
It is also worth emphasizing that while a turn to a New Analytic Model would 
seem to indicate a further shiE from what has traditionally been understood as 
HUMINT to SIGINT, there are two main caveats. First, security intelligence 
agencies, whether SIGINT or HUMINT, are established bureaucratic organiza-
tions subject to the self-perpetuating logic of bureaucracies identiFed by Max 
Weber early in the twentieth century.1< HUMINT agencies persist even as a lot 
of what they now do and will increasingly do is indistinguishable technically 
from the ostensible function of SIGINT agencies. Second, and despite the Frst 
caveat, a lot of what happens from policing up to national security still has 
nothing directly to do with big data. Human sources, tipoGs, inFltration, pro-
vocation, and much more besides remain central modes of operation for security 
intelligence and political policing.

Many questions remain as to data’s centrality and “bigness.” As Carrie Sand-
ers shows, in the world of policing, big data practices are oEen marginalized 
compared with these older, more trusted human methods.3= It appears that 
this also holds for national security HUMINT work. Perhaps the oHcers who 
doubt big data’s universal usefulness are right to do so: Stéphane Leman-
Langlois is profoundly skeptical about the historical eGectiveness of big data 
analysis techniques, arguing that most of the lessons that have supposedly 
been learned relate to very speciFc situations that are not applicable in the 
national security context.31 >e eGective use of data is oEen narrower and 
smaller than the hype.

And Fnally, there are many questions about how the movement towards big 
data aGects how security intelligence agencies can be controlled and held 
accountable, and their powers and reach in some cases rolled back. >e cases 
oGered here present some contradictory lessons. Perhaps it is unlikely that any 
legal, regulatory, or political oppositional activities on their own are going to 
prevent the accumulation of ever larger collections of data and the application 
of ever more “intelligent” analytic techniques, but that does not provide a carte 
blanche for the collection of all or any data, for all or any data-mining processes, 
and for all or any applications. Above all, the pernicious technocentric story of 
endless and unstoppable technical progress must be challenged when it comes 
to security intelligence agencies, because their activities can profoundly yet 
oEen silently and secretly aGect human rights, civil liberties, and the conditions 
for human Bourishing in Canada.
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Understanding Surveillance, Security, and Big Data
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When reporters asked, they [AT&T] would give this strange statement, “we 
don’t comment on matters of national security,” which implicates them right 
there. National security? I thought you were a telephone company!

– M"#N K.(*&, D#;O O0 *&$(#-*(P *& M"0 9J%K

O&( ;D $@( most striking facts about today’s security intelligence is an extensive 
collaboration with technology companies, which traHc, store, and use people’s 
digital footprints, oEen employing so-called big data practices. It is worth 
remembering that people who accused tech companies of cooperating with 
governments for state surveillance were usually seen as paranoid or labelled 
conspiracy theorists without evidence, until Edward Snowden’s revelations in 
June 3=1!. Although there were a few whistle-blowers prior to Snowden on 
tech-intelligence collaborative surveillance, such as former AT&T employee 
Mark Klein, their claims were neither understood nor accepted by the public 
to the extent that Snowden’s were.1

By disclosing top-secret documents of the US National Security Agency 
(NSA), the former contractor unveiled the systematic way tech giants like 
Google, MicrosoE, Apple, and Facebook have worked with NSA to provide 
volumes of personal data on their customers. >e Snowden documents have 
also shown in subsequent research by investigative reporters that major tele-
communications enterprises, such as AT&T and Verizon, have helped the NSA 
set up mass surveillance facilities at landing points for transoceanic cables. 
>rough these speciFcally named Internet and telecommunications companies 
and their documented involvement, people Fnally realized that governments 
could actually seize their personal data and communications, and that it mat-
tered to them. Surveillance became everyone’s issue because most of us were 
familiar with Google and Apple and used the private services they provided, 
while having only a murky view of state surveillance.

>e names of secret partners were deeply hidden. >eir extensive cooperation 
with security intelligence was the vital key to “Collect It All,” the NSA’s new 
imperative, established since the US “War on Terror.”3 In one secret NSA slide, 

1
Collaborative Surveillance with Big Data Corporations
Interviews with Edward Snowden and Mark Klein

Midori Ogasawara
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the full circle of the “New Collection Posture” is completed with “Partner It All” 
and enables the starting point of “SniG It All” (Figure 1.1). But how and why did 
private companies become good partners of security intelligence for numerous, 
unwarranted wiretappings? What made the two work together for mass surveil-
lance behind the scenes?

>is chapter examines the development of collaborative surveillance between 
security intelligence and tech companies, and the eGect of the collaboration on 
the political and judicial spheres. Security intelligence and tech companies 
rapidly developed strategic relationships induced by political economic incen-
tives. >e main resources for my analysis are two personal interviews I had with 
whistle-blowers from both the security intelligence side and the corporate side, 
Snowden in 3=17 and Klein in 3=16. It should be noted that the main focus of 
these interviews was on Japan-US relations, because the activities of the NSA 
had rarely been contextualized in Japanese politics before. However, Snowden 
and Klein explained in the interviews the mechanisms of worldwide surveillance 
networks, of which Japan, Canada, and many other countries are part. Because 
the worldwide networks are basically American systems, technically supported 

Figure %.% A top secret NSA slide for the 3=11 conference of the Five Eyes, showing NSA’s new 
organization for “Collect It All.” | Source: Glenn Greenwald, No Place to Hide: Edward Snowden, 
NSA, and the US Surveillance State (Toronto: Signal, 3=14), <6.
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by American big data companies, and the NSA shares the data collected from 
those networks with other foreign agencies, it can be said that the NSA systems 
are also used as a major vehicle for security intelligence in other countries to 
obtain data. In this sense, Canada’s foreign intelligence agency, the Communica-
tions Security Establishment (CSE), has been getting more data from the NSA 
than the Japanese Ministry of Defense has, as the NSA categorizes Canada in 
its closest group of the Five Eyes network (United States, United Kingdom, 
Australia, New Zealand, Canada), or the “second parties” in sharing classiFed 
data, while placing Japan among the “third parties” with the rest of the US allies. 
>us, the basic mechanisms of collaborative surveillance between the NSA and 
tech companies to be described in this chapter are relevant to Canadian intel-
ligence agencies, to which the NSA and tech companies have been feeding the 
data. Furthermore, because of the long-standing Five Eyes relationship, the 
NSA’s collaborative techniques with tech companies can imply similar relations 
and methods that CSE might have developed with Canadian tech 
companies.

Although worldwide surveillance networks, enabled by state collaboration 
with private actors, are continuously hidden, the expanded networks have been 
aGecting global political landscapes and redrawing judicial borders of state 
surveillance. To demonstrate this, I will provide a Japanese example, and my 
main argument will be the apparent global tendency to legalize the currently 
illegal state surveillance of citizens. Snowden elaborated on the NSA’s strategies 
to compel the Japanese government to pass certain surveillance legislation while 
he worked as the NSA’s secret contractor in Japan. >is legislation, called the 
Secrecy Act, helped the NSA remain covert and practise further illegal surveil-
lance in Japan, and hid the Japanese government’s involvement.! Similar stories 
about other US allies are unreported as yet. But the Five Eyes and other European 
countries have also passed legislation to expand state surveillance over citizens 
under the political anti-terror discourse of the past two decades, including 
Canada’s Bill C-51 and France’s “Big Brother Laws.”4 Together, they create a 
global wave of legalization of previously illegal surveillance of citizens. >is 
phenomenon strongly resonates with and conFrms NSA’s policy-making strat-
egies as explained to me Frst-hand by Snowden.

In what follows, I will Frst describe a dominant format of the NSA’s dragnet 
surveillance, which emerged in the early stages of the War on Terror and which 
Klein witnessed in 3==4. It was built in part on telecommunications infrastruc-
ture in the private sector and presumably proliferated to other locations, as told 
in Snowden’s detailed story of the Special Source Operations (SSO). >e part-
nerships with tech companies are shrouded in secrecy, and if the secrecy is 
breached, immunity follows retroactively, in order not to punish the NSA 
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partners that aided the illegal tapping. Second, what Snowden calls “natural 
incentives” are present in every chain of collaboration, rather than coercive 
orders. I will lay out the political economic interests tying the two entities 
together before analyzing two kinds of collaboration, which the NSA categorizes 
as “witting” and “unwitting” relationships. In the former, the information and 
communications technology (ICT) companies know that they are delivering 
data to the NSA; in the latter, the data are delivered without the consent of the 
collaborators. >e unwitting relationships are oEen established outside the 
United States, through a technological “backdoor,” with foreign intelligence 
agencies. >e two together keep pushing the boundaries of data collection and 
secrecy globally. As a signiFcant outcome of the globalized collaboration, I 
examine the Japanese case of surveillance laws – the Secrecy Act, the Wiretapping 
Act, and the Conspiracy Act – and discern a judicial trend towards legalizing 
previously illegal mass surveillance, in relation to the NSA’s collaborative strat-
egies.5 >e early format of retroactive immunity is sustained and reinforced in 
the trend, which allows the extra-judicial activities to replace the rule of law.

Built-in Format of Dragnet Wiretapping
Mark Klein was one of the earliest whistle-blowers regarding the NSA’s 
unwarranted wiretapping programs. He worked for AT&T, one of the oldest 
and largest telecommunications companies in the United States, as a communi-
cation technician who dealt with hardware and troubleshooting on long distance 
digital circuits.7 When he was transferred to a branch located in downtown San 
Francisco in 3==4, he came across the NSA’s covert operation and collaboration 
with AT&T.6

At the “711 Folsom Street oHce,” as it was known aEer Klein’s whistle-blowing, 
he discovered a device called a “splitter cabinet” while troubleshooting a long 
distance circuit. >e circuit did not work well when connecting to the splitter 
cabinet. Klein noticed that the splitter cabinet, when copying something, 
degraded the signal, and this could cause problems. He called a management 
technician who knew about the cabinet. >e technician came from a secret 
room downstairs, cleared by the NSA. He helped Klein solve the problem, but 
Klein became aware of how the splitter worked. It was copying data and sending 
them down to the NSA’s server. >e splitter was not helping the data Bow but 
duplicating data for the NSA.

For Klein, the shock lay in the fact that the circuits connected to the splitter 
cabinet carried local and domestic communications. >e US government had 
occasionally admitted that the NSA eavesdropped on international communica-
tions, but denied spying on domestic ones between US citizens. “What I revealed 
was that they were collecting purely domestic traHc in San Francisco, so that 
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meant they were collecting everyone’s data. >e story about, ‘We’re just getting 
international,’ was just a cover story,” said Klein.

Why everybody? Klein also found the points at which the NSA accessed the 
networks: peering links. He explained to me:

“Peering links” are a typical term for the links that connect one network with 
others, and that’s how you get the Internet. So AT&T’s domestic Fber network 
connects to other companies’ networks, like Sprint or what have you, with 
peering links so that people who are not AT&T, their messages can get to the 
AT&T network. By tapping into peering links, you get a lot more of every-
body’s communications, not just AT&T’s. >e fact that they did this in San 
Francisco and they were tapping into peering links, people were really upset 
when I revealed that.

Klein did not want to be part of the illegal unwarranted wiretapping, but could 
not take immediate action for fear of losing his decent job. Later in 3==4, the 
company oGered a Fnancial package for the employees around his age who 
wanted to retire. He took this opportunity and retired, taking with him engin-
eering documents that proved how the splitter cabinet was connected to NSA 
equipment. He brought the documents to the Electronic Frontier Foundation 
(EFF), an advocacy group for privacy and free expression in the electronic age. 
In 3==7, the EFF sued AT&T on behalf of its customers, for violating privacy 
law by collaborating with the NSA in an illegal program to intercept citizens’ 
communications.8 Klein supported the EFF lawsuit as a witness and his docu-
ments were submitted to the court as evidence in Hepting v AT&T.

>e Bush administration quickly intervened in this private case, however. 
>e government petitioned the court to dismiss the case on the grounds of state 
secret privilege. >ough the court rejected the petition, the government eventu-
ally succeeded in getting the controversial Foreign Intelligence Surveillance Act 
[FISA] of %.&/ Amendments Act of #$$/ enacted by Congress, under which 
AT&T was awarded so-called retroactive immunity. Law is principally non-
retroactive, but it was an exception. >e 3==8 amendments allow the Attorney 
General to require the dismissal of lawsuits over a company’s participation in 
the warrantless surveillance program if the government secretly certiFes to the 
court that the surveillance did not occur, was legal, or was authorized by the 
president, whether legal or illegal.< As a result, in 3==<, a federal judge dismissed 
Hepting and dozens of other lawsuits over AT&T’s collaboration with the NSA 
in illegal wiretapping.

>e EFF also sued the NSA and other government agencies in 3==8, and 
Klein’s documents from AT&T were again provided as evidence that AT&T had 
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routed copies of Internet traHc to the NSA’s secret room. By then, there was 
more public exposure from other whistle-blowers regarding NSA mass surveil-
lance. However, the Obama administration also moved to dismiss this case, 
claiming that litigation over the wiretapping program would require the govern-
ment to disclose privileged “state secrets” and that the wiretapping program 
was immune from suit, using the same logic the Bush administration had 
pursued.1= >ough the case is not completely over, Klein believes that President 
Obama eGectively contained it. “>e government has a million ways to kill a 
lawsuit against the government. So I don’t hold out any hope for lawsuits,” he 
commented.

Klein’s early revelations of NSA mass surveillance systems, in the Frst few 
years aEer the United States declared the War on Terror in 3==1, illuminate two 
aspects of the collaboration between the NSA and ICT companies. One is that 
the collaboration appears to have started at the foundation of the existing facili-
ties built by the telecommunication giants. When I visited 711 Folsom Street 
aEer my interview with Klein, this reality became more tangible, because the 
building is located at a busy street corner in downtown San Francisco. >e secret 
room was set up at a location familiar to locals and visitors, but not many pay 
attention to the black building, which has few windows and looms large, like a 
huge data box in the city centre. >e NSA began a massive wiretap within the 
telecom’s facility in this populated area, and the same systems were disclosed 
in other AT&T facilities by the New York Times and the Intercept.11 >e more 
wiretapping points there were, the more personal data were acquired. >is 
built-in format of dragnet tapping would grow to sites beyond the telecoms’ 
branches, as Snowden later revealed, to a worldwide scale.

>e other important aspect of the early collaboration between the NSA and 
its partners is how devotedly the government protected the private partners 
that had delivered the data. >e government created a very exceptional, retro-
active law that turned illegal actions of the telecoms into legal ones. Retroactive 
immunity nulliFed the law that banned warrantless wiretapping against citizens, 
and the presidential order, whether legal or illegal, replaced the law. No respon-
sibility and accountability could be demanded if the rule was retroactively 
changed aEer the game had started. Retroactive immunity is fundamentally 
opposed to the rule of law and democratic oversight by Congress and the 
people. >is type of immunity has become an increasingly common strategy 
used by governments to expand partnerships for mass surveillance worldwide, 
as I discuss later. >e strategy has drastically changed the boundaries between 
legal and illegal state surveillance. My interview with Mark Klein highlights 
the early format that enabled collaborative surveillance, both physically and 
judicially.
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Natural Incentives for Collaboration
>ough Klein clearly exposed the collaborative relationships between the NSA 
and telecommunications companies for mass surveillance systems, the pioneer-
ing whistle-blower found it diHcult to publicly prove what the NSA had spied 
on. He did not have NSA security clearance. “I was working down in the nitty-
gritty, down at the hardware connecting things up. I didn’t have the big view.” 
Edward Snowden walked into the right spot, in Klein’s view, to show the big 
picture. “Snowden had the best evidence possible, actual documents from inside 
NSA. What more could you ask for?”

Snowden explained to me various methods of NSA mass surveillance, includ-
ing the Special Source Operations, which he believes plays a central role in 
today’s covert data acquisition.13 As he told me, “>e government calls this bulk 
collection, and everyone else calls it mass surveillance.” >e SSO is typically set 
up at the landing sites of the international transoceanic cables. >e telecom-
munications companies from diGerent countries jointly build and operate these 
cables, and locate the landing stations on the shore to sort data traHc. According 
to Snowden, the NSA requires the telecoms to set up a room for the NSA to 
copy all data going through the landing sites. Based on classiFed NSA docu-
ments that Snowden disclosed in 3=1!, it has been revealed that the major landing 
sites were part of their wiretapping programs, such as those code-named 
FAIRVIEW, STORMBREW, or BLARNEY.1! >e landing sites are called “choke 
points” by the NSA and this is where tapping devices are embedded in the 
communication hubs owned by ICT companies. >is method has a very similar 
format to the one that was built into the major communications infrastructure 
at 711 Folsom Street in 3==4, and appears to have evolved to a global scale.

Snowden said: “>is is the real central problem because this is the way the 
majority of spying happens today. It’s not done through satellite, although of 
course that’s still done, but not majority. It comes from these ocean cables.” He 
argues that SSO is more intrusive than the NSA’s other highly controversial 
program, the PRISM program. PRISM shocked the world in 3=1!, revealing 
how covertly well-known Internet service providers like MicrosoE, Yahoo!, 
Google, Apple, and others have cooperated with the NSA. According to Snow-
den, however, the government is more likely to pursue knowledge of individual 
cases than knowledge from all the customers in PRISM, and there is an inter-
mediate step where the government sends requests for certain online accounts 
to the company, and then the company pulls all the information directly from 
the servers and gives an exact copy to the government. With SSO, on the other 
hand, once the NSA has a telecom company set up the splitter cabinet, “then 
the company doesn’t really have to do anything ever again, because NSA has 
basically a perfect copy of everything that’s coming over those lines, all the time,” 
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just like duplicating all data going through the domestic communications cables 
in San Francisco.

Why did the NSA develop this method as today’s major source of security 
intelligence? >e spy agency asked itself that in one of the Snowden documents, 
which also indicates the reasons. “Why SSO?” Because “SSO is ‘Big Data.’” It 
can capture up to “7=Q of content” and “65Q of metadata” in a digital data 
stream.14 >ere is no deFnition of big data in this document, but it is easy to 
assume that big data includes not only actual correspondence among people, 
such as telephone calls, emails, and text messages, but also human behaviour, 
both online and oRine, such as what people searched online and where they 
went. Big data provides the NSA with a wider scope of information to predict 
what people would like to do next.

Snowden described the actual process behind the scenes – how the NSA 
negotiated with its partners to set up choke points at the landing sites. >e NSA 
normally pays the company for a room where it puts all its equipment, including 
its servers. >e NSA attaches special locks to the room and allows only staG 
with security clearance to enter. It then asks the company to run the cable 
through the NSA’s equipment, to copy all the data it wants. >e telecoms do not 
deal with what the NSA does with that data. “But, there is no real case here 
where these companies don’t know about it,” asserted Snowden.

Why do big data corporations cooperate with these illegal wiretapping pro-
grams? Snowden points out that these companies take the NSA’s requests into 
their business calculations. To expand the service areas and access new networks, 
the company needs to obtain permissions and approvals from the government. 
If the company got into trouble with the NSA by refusing the requests, it might 
lose an opportunity to increase proFts, resulting in a shrinking of its business. 
“So, they’ve got a little bit of leverage with the government,” says Snowden.

Not that they are really threatened by the government, but the government 
goes, “Well, it’s in our interests to help them build this new site or do whatever, 
because they’ll give us access too.” And so, it’s this kind of culture that nobody 
sees, because this all happens secretly. But it’s the nature of how intelligence 
works ... you don’t want to think about villains. What you want to think is what 
are the natural incentives for all of the people engaged at every level of the pro-
cess? What, if you were in their position, what would you do? And, suddenly, it 
becomes obvious why everything works out the way that it does; everybody is 
just scratching each other’s back.

On the government side, where Snowden once belonged, he experienced a 
similar culture of political economic incentives within the organization, which 
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